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Engage them in positive dialogue/conversation

Reassure them that yourterest and settin controlsjboundarios s ot because
youdonot rust them but want therm Lo be abla to use technology safely

Reassure them. things can get out of hand easily oline; Reassure your child that
ey can aiways talk 0 you about anything that makes ther feel uncomfortabie.

ng: ask about how they share what, imagefvideo, nterest whowith?
ing: how ylonwa

iending: Only younitelconnect; are you encouraged to chat with people you
donot know:

Playing: gaming: with whom, Online-head sets? Frends n room, across o
acrbs world? lay games wih therm-have thern add you s riend
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Hove conrol over:
v parntal ontrol: et usage,Set cotros o phane bles Lptops, gamesconsoes, ol
Intrmes ansbled davicescontac et proviers (30, 1, TAKTaL) they have free resourcs to
£et porenal control packoges
B able 0 see profle. hovepasswerd, have your emallas o e adaress
Set ime st outomatc swich fffter a umbr of hours nd before bcime
Setprivacy sttings. 1o iends’anly.monitor constantly

Uik he CEOP poge rj

Hove control over purchasingof apps
Marstoractty

Show them how 0 e privcy setings,and the epart and block unctions o th ses an:
Ehey e Find ot sy sl P! o

e aware.pick p sgns suddencosing dovnof gamelphons app when you walk i th roam

Setagood exampl ofintermet and <ol networing activty 20 youmodel th scceptableate
Behofoms “
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CEOP ‘Think U Know’ site- has free and downloadable
resources and advice for parents to help them keep
children safe online Areas
for different ages to learn about online safety: 4-7yrs,
8-10yrs, 11-13yrs and 14+yrs, parent zone

Advice about parent controls

‘Play,Like, Share: Keeping 8-10year olds safe online™
helps them learn how to spot pressuring and
manipulative behaviour
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NSPCC have an app- ‘NetAware'- has information about the app:

and parents and children have shared information about
suitability, safety, priva tc
NSPCC ‘Share Aware’ and ‘Yo Online World booklets

NSPCCand O
ty

joined together to help support with online

nternet Matters: Helping parents keep thelr children safe
online Adv howto
simple p:

—
matters.org
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Online grooming - chld sexual explol
potential meeting in real world

Cyberbulying
Race Hate

ation and radicalsation- leading to

Selfharm. reduced slf esteem, sense o selfworth, pro eating disorders
Viewing, producing, sharing and distributing indecent imagesivideos
Sexting

roling

Exposureto indecent imagesfvideosand volent, disturbing content
Exposureto adult conversation and inappropriate information and violence
Online reputation

Privacy and identity theft

Physicalvuinerabilty inreal world
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‘GROOMING-sexual and radicalation
CEOP: Grooming s aproces used to prepare a chid for sexualabuse. Anoffender’s
aimwhen grooming il be o gain access toa chid and b a relationship with
hat chid. rooming can take many differnt forms, from ane off contactwhich
mayinclude sexual advances, (o seresof vents over thne. It may start with
aduit scanning websics o dentiy avulnerabl child o beriending a chid, perbaps
by pretending to have common habbiesor Interests orusingflatery to tricka chid
into trusting them. They learn what thevilerable chid necds: ribery, gfts,
flattery, sexualised games, act 22 mentors, supportive,threats, blackmai,
desensisation care, fiendship, money,possesions, food drugs tc
Equally same processisapplied to grooming process toradicals children
substitute sexualcontent withradicalsd deas and racefclurefethoc dentity
hate
cvBeRsuLLYING:
24771t can be relentiess, Intrudes into ersonal pace. home;can fee tha there s
o escape Increusing echnology means that theaudience i widening, the number
of ulescanicrease. Bulie can be peers nschoolneighbourhoo.
Itisimportant for you o iscuss with your chld about how you 3s parents and
family view bullying in the real world ositive resolutions Plus.
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“European Online Grooming Project’: Davidson et al
2012

The protective factors are:
parental engagement in child’s internet use
child’s awareness of parental involvement
education about the digital world and awareness
robust reporting procedures

=
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If you have concerns if you think your child is being
groomed]sexually exploited/radicalised:

Report if anyon
Chats on line to your child about sex
Asks them to do sexual things on webcam
Asks to meet up with them having only met them online
Requests sexual/indecent pictures
Forces them into sexual activity

Makes them feel unsafe
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Report concerns to CEOP using the report button on Think U

o

Canalso reporton site-not 24hours. In
emergency contact Police 999

ChildLine: 0800 (24hrs)

NSPCC: 0808 80 24
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